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char * memcpy(void *dest, const void *src, size_t n) {

   ...

}


char *strcpy(char dest, const char *src) {

   ...

}


char *strcpy(char *dest, const char *src) {

   // compute length of input string

   // compute upper bound of destination's buffer size

   // bounds check

   // call libc's memcpy()

   // return

}


void main() {

   char buffer[96];

   ...

   strcpy(buffer, large_string);

   return;

}
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env. vars


return addr
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stack address space


expected location of the

return addr


addr of the

attack code


attack

code


wrapper_entry() {

   // store return address

   // jump to new_main

}


wrapper_exit() {

   // verify return address

   // return

}


void new_main() {

   char buffer[96];

   ...

   strcpy(buffer, large_string);

   // jump to wrapper_exit

}


void main() {

   char buffer[96];

   ...

   strcpy(buffer, large_string);

   return;

}


// jump to wrapper_entry
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